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This tutorial is designed to introduce the eGenVar database management systems (EGDMS)
web interface client. The EGDMS is a file metadata cataloguing system (please refer to the
paper by Razick et al. for more details). There is an administrator’s manual and a command
line tool tutorial accompanying this document. The web interface described in this document
mainly provides a search interface; however, it can be used to create and update records as
well.

The following sections describe how use the web interface to create an account, to login to
the system, to search, to add records, and to update or delete records. The final section
describes common warnings and errors.

1. Create an account

To use the eGenVar data management system (EGDMS) an active account is required. The
administrator can create accounts on behalf of the users (please refer the administrators
manual), or the users can request accounts and the administrator can activate them. One
user account is created during the installation; the user name for this account is the email of
the administrator. The example below demonstrates the method to request an account
using the web interface. (Note that during the first time visit to this page you may get a
security warning; please refer to Section 7- Warnings and errors on how to handle this).

n eGenVar Datamar
System

Login
Please login to access more functions. Login | New account

Host Server: https://78.91.35.170:8185/eGenVar_web/ (Version:4.7]

Project description

eGenVar data management system (EGDMS) is used for ¢
extended set of metadata, without compromising privacy
be used to create a catalogue of data for the biomedical 1
content or tvbe and to describe them usina a taaaina pro

Figure 1: Create account. Click on the “New account” link to load the account request form
a. Clicking on the “New account” link loads the account request form.

b. Fill in the account request form with a valid email address and press submit.



c. A confirmation code will be sent to the email and this should be used to confirm the
account request.

d. Inthe beta 2.x versions, the accounts will be immediately activated with minimum
privileges. (Two factor authentication and activation by administrator may be
required if you are using one of the beta 3.x versions).



2. Login to the system

Login is required to use the system and the user name is the email address, whereas the
password will be emailed to the corresponding email address if the registration was a
success. Click on the login link to start the login process and follow the instructions. After the
login, more links will be available and you will get an interface similar to Figure 2. During the
first time login you may get a security warning; please refer to Section 7 (Warnings and
errors) on how to handle this.

Home | Login/Logout | Search | Update | Delete | Create | Auto Create | Help
You are logged in as: sabryr@gmail.com (Logout)
User ID: 2 (Delete account)
Server address httpc/legenvar-VirtualBox.local:8085/eGenVar_wel/
Secure server address https:/fegenvar-VirtualBox.local:8185/eGenVar_wel/
http:/legenvar-VirtualBox.local: 8085/eGenVar_WebService

WSDL location

[Authenticat ic =dl

Windows. The download link to egenv

; http:/fegenvar-VirtualBox.local: 8085/egenv.zip
command line tool | 9 : 9 |

UNEX. The download link to egenv command

) http:/iegenvar-VirtualBox.local: 8085/egenv.tar.gz
line tool p-iieg ’ g o

Project description

eGenVar data management system (EGDMS) is used for sharing information using a extended set
of metadata, without compromising privacy or the security. This method could be used to create a

mmtelommin of dote for tha i adionl cnmnorab coonedlooe of farmmnt anotont oe bee ool be dos o

Figure 2: Interface for the registered user. The menu titles Search, Delete, Update and Create are
used for just that (explained later). The Auto Create option (described below) is used to login to a
remote server and select files to be reported to the system. The details box provides additional
details generated dynamically. Here, the server address is the address of the server, which should be
used when connecting from other devices. The WSDL location is the address that should be used
with the command line tool. The link for the Windows and UNIX command line clients are also
displayed.



3. Search

The Search menu loads the search page. Either the Basic (Figure 3) or the Advanced mode
can be selected in this page.

Search

Home | Login/Logout | Search | Update | Delete | Create | Auto Create | Help

Basic search mode (Use advanced mode)

@ File name or location C'Used tags ) All tags Report or batch name Sample or donor name

Only exact matches | Search

Figure 3: Basic Search. This has five search options. The “File name or location” option uses the file
names, directory names, or the server name in the search. The “Used tags” option is used to find
files, reports, report batches, samples and donors that have been tagged. The search is done in the
tags and the results are the corresponding files that have been tagged. The “All tags” option
searches through all tags; even the ones that have not been used. The “All tags” option could be
used when the exact tag is not known and only a parent term is known. When the parent term is
found then tags with all child terms can be loaded. For example, when the exact controlled
vocabulary term for a particular cancer is not known, the term “cancer” can be searched in all tags
and then specific sub types can be examined. The “Report or batch name” option is used to find
reports and batches using their names. Once the report or the report batches are found, all files
grouped under them can be loaded. The “Sample and donor name” option can be used to locate
known samples or donors and then the files attached to those sample or donors can be loaded.

After the search is completed, links will be generated for each result. If the search returns
large number of results, the results will be split on multiple pages. A history with the search
term used is maintained for each user, which is convenient if the user needs to investigate
the results later, and are synchronized across all logged in devices. When the search link is
clicked on, a details page is generated as shown in Figure 4. Again, the results will be divided
into pages if there are many results.



3.1.

Results from FILES2TAGS

Filter: | 1D : | | Apply Flter |

History: 0,

Current_page=-1

[SearchResults3YTABLETOUSE_EGEN_DATAENTRY.FILESZTA
reset=true

]
Clear all | Select all ]
ID LINK_TO _FEATURE NAME DESCRIPTION URL (FILES_ID

_molecular_function_receptor

4 PR . -

. BIOLOGICAL_ONTOLOGIES_TAGSOURGCE=gges 2CIM_signaling receptor
activity_natriuretic peptide
receptor activity_2_3

This entry was reached following
the path: biclogical_ontologies ->
Biological process.obo ->
malecular_function -> receptor
activity -> signaling receptor
activity -> iological_ontologies.

NA |1

Filter using graph pathsgs
Relevent DONORDETAILS Find
Relevent REPORT_BATCH Find
Relevent SAMPLEDETAILS Find
Relevent REPORT Find
Relevent FILES Find

Details for FILES &

[home/egenvar/egenvar/cmd/test
NAME /eGenVar_batch7l/report71_3
Igenrated_8929 2707.bdt

Fiter GetFILES

_molecular_function_receptor

5 activity_signaling receptor
— BIOLOGICAL_ONTOLOGIES TAGSOURCE=9966 activity_natriuretic peptide

receptor activity 2_3

This entry was reached following
the path: biological cntologies ->
Biological process.obo -
maolecular_function -> receptor
activity -= signaling receptor
activity -> biological_ontologies.

_molecular_function_receptor

This entry was reached following
the path: biological_ontologies ->

Figure 4: Search results. This page contains a static URL and the QR code for that URL, for
reproducibility and communication purposes. Each result row is followed by a details row
(displayed when the “+” sign is clicked). These details can also be used to expand the search; for

example, to get all files for a found report.

Advanced mode requires an understanding of the schema (the names of the tables and their
relationships). In the advanced mode, the user selects a table and a field to search and

provides a search term.

Search query construction

The following points provide step-by-step instructions on how the system can be used to handle
different search types.

Search for Reports and report batches tagged with the term “cardiovascular”

0 Use Basic search mode

0 Select Used tags

o

Type cardiovascular in search box

O Leave Only exact matches box unchecked




0 Click on Search

e Search Reports which are tagged with “type 2 diabetes” from the disease ontology and “The
Infinium HD Assay” from MAIME (minimum information about a microarray experiment. In
other words, find reports about files containing data on type 2 diabetes and where the
experiment leading to the file used microarrays and a proprietary protocol called Inifinium
HD assay.

(0}

(0}

(o}

(o}

(o}

Use Basic search mode

Select Used tags

Type type 2 diabetes && The Infinium HD Assay in search box
Leave Only exact matches box unchecked

Click on Search

e Find all the files with SampleSheet in their name

(o}

(o}

(o}

(o}

(o}

Use Basic search mode

Select File name or location

Type SampleSheet in search box

Leave Only exact matches box unchecked

Click on Search

e Find all the files connected with the sample named CVD_1045860123383

(o}

(o}

Use Basic search mode

Select Sample or donor name

Type CVD_1045860123383 in search box
Select Only exact matches box.

Click on Search

Click on the Details link to load details
Expand details by clicking on the plus sign

Click on Find link of the Relevant FILES in the Filter using table graph section.



3.2 Use case 1

The user has performed an experiment
and used the “Infinium HD Assay”. The
user wants to find other data sets

produced by the same assay

v

Use the web interface to search

“Infinium HD Assay” with search type f = =

“Used tags”

v

Use details link to load results.

File name or location

[Infinium HD Assay

Search Results

Infinium HD Assay from FILES (O matches)

Infinium HD Assay from PERSON (O matches)

Infinium HD Assay from REPORT (2_matches)

Infinium HD Assay from REPORT_BATCH (O matches)

Infinium HD Assay from SAMPLEDETAILS (O matches)

Basic search mode (Use advanced mode)
* Used tags - All tags Report or batch name

Details link

Clear results

NA

NA

584d6b702344464acecc0d2f75b5b44cfcOc316a

NA

NA

Sample or donor name

NA

there are reports with this tag and that f = =

: REPOR REPOR
H + D NAME ENTRYDATE LJ?STC "I;ERJ
On the details page the “Details for ' -
N "
REPORT2TAGS ” column shows that . * i DEERERERED idden 2 2
L - 17 MetaboChip_data2 Hidden 4 2
these reports are also tagged with Filter using table Details for REPORT2TAGS
disease terms. graph - Details for nave The Infinium HD Assay Ultra_The Infinium HD
Relevant Details REPORT_BATCH Assay Ultra_2_1
DONORDETAILS | foy
PERSON NAME metabochip_bmi NAME coronary artery anomaly_coronary artery
; “ . - Relevant Find  NAM Admin Fitter | G€t anomaly_2_4
Click on “Relevant FILES” in the Filter REPORT_BATCH ot REPORT_BATCH Nave DPe 2 diabetes mellitus_type 2 diabetes
. . . . Filt = "
section to get a list of files for this Relevant Find | | " PERSON mellitus_2_5
SAMRLEDETRICS Filter |Get REPORT2TAGS
report
T Relevant FILES  Find
1
=
1
]
[
- 1D NAME CHECKSUM FILESIZE
+ 156394 Hidden...ts/101943_sample_sheet_metabochip_bmi_note_30p_failed.csv 18acf8cb103c2352bd93265f378b7b3ee0fb6e99 89949
+ 156404 Hidden...um_HD_Ultra_MS_12x1_(96_samples)_ sheets_v2.03_Platell.xls dl12ce8825e71a0dc6c3cae4b58al17a817f09ddeb 377856
+ 156510 Hidden...i/gtc_files_for_beeline/5500709012_R01C01.gtc 28341ced05dcc1db5a43d79839728flad2d9e4bf 2164976
+ 157110 Hidden...bmi/plink_after_qc/output_regular/plink.map 365b00804a0985f0821c9689898460d1aa4295cb 5231898
+ 164433 Hidden...aw_scanner/5500709041/5500709041_R04C01_2_Red.xml fc4569cb2fd91fb0c449ac23669f067487f6c1b5 1378
+ 164445 Hidden...w_scanner/5500709041/5500709041_R04C01_2_Grn.locs 8a7b13c43dc2307e5c14e5d1143b6cef31261b0d 8410036
+ 164480 Hidden...aw_scanner/5500709041/5500709041_R04C01_2_Grn.tif 84efaOba9a447cc64103991bfff71b50698f4f93 63604292
+ 164563 Hidden...w_scanner/5500709041/5500709041_R04C01_2_Red.locs 2fde140513eac3f3d49bc4562763af359cdcd097 8410036
+ 164568 Hidden...aw_scanner/5500709041/5500709041_R04C01_2_Red.tif 1457bfOefbbcbd55521f08be4379eabe36794a21 63604292
+ 164624 Hidden...aw_scanner/5500709041/5500709041_R04C01_2_Grn.xml 3c1272fc786e38e8241630f9209fcc0a2945471f 1378




3.3. Use case 2

User interested in data sets on
“Heart failure”. But not sure what
terms should be searched.

v

Use the web interface to search
“cardiovascular” with search type
“All tags”

v

- All ontology entries in the EGDMS
with the term “cardiovascular” will
be displayed

v

n "Select the correct ontology type
(e.g. “Human disease ontology”)
and click Details link. (highlighted in
3-A)

v

The Details link loads all entries
with the word “cardiovascular

v

Use the Children and Parent links to
navigate and locate the term the
user is looking for.

(cardiovascular system disease
-> heart disease
-> congestive heart failure)

When the details for the term
“Congestive Heart Failure” is
expanded the user gets a link to
retrieve Reports with this tag.
(highlighted in 7-A)

cardiovascular
cardiovascular
(6_matches)

cardiovascular

cardiovascular
(6_matches)

cardiovascular

cardiovascular

cardiovascular
cardiovascular
cardiovascular
cardiovascular
cardiovascular

cardiovascular

from

from BIOLOGICAL_ONTOLOGIES_TAGSOURCE

from

from HUMAN_DISEASE_NTOLOGY_TAGSOURCE

from

from

from
from
from
from
from

from

Search Results

ADDRESS_TAGSOURCE (0 matches)

FILETYPE_TAGSOURCE (O matches)

HUNT_PROJECT_ID_TAGSOURCE

HUNT_TAGSOURCE (6_matches)

IDENTIFIERS_TAGSOURCE (0 matches)
INSTRUMENTS_TAGSOURCE (0 matches)

MIBBI_TAGSOURCE (0 matches)
MICROARRAY_TAGSOURCE (0 m

PROJEC_IDENTIFIERS_TAGSOURCE (0 matches)
REPORTTYPE_TAGSOURCE (0 matches)

Details link

Clear results

NA

4982eb525ff1f0873cal562ble52713f46e118a7

NA

2c94d7c70ea79640bc5c094e3fd7b1134c3a4ffo

(0 matches) NA

3119947dcb2fd52ff110a9645aleac0le9a80eed

O
NA NA
NA NA
NA NA
atches) NA NA
NA NA
NA NA

1D PARENT_ID NAME OBO_ID
350 1223 d thy DOID:0050700
Children - e .
?877 1223 heart conduction o h-10273
Children disease
800 1223 endocarditis DOID:10314
Children
262 1223 hypertensive DOID:11516
Children heart disease
1365 1223 peticardial DOID:118
Children effusion
%472 1223 congenital heart DOID:1682
Children defect
2521
3 1223 pericarditis DOID:1787
Children
3702 1223 heart valve DOID:4079
Children

disease
4800 1223 congestive heart DOID:6000
Children failure
Tag usage

DEFINITION

“A heart disease that is characterized by deterioration of the funciton of the heart muscle.”
[url:http\\://en.wikipedia.org/wiki/Cardiomyopathy]

“A heart disease that involves the heart's electrical conduction system."
[url:http\\://en.wikipedia.org
“A heart disease involving non-infectious inflammation of the endocardium (inner layer of the
heart)." [url:http\\://wn.wikipedia.org/wiki/Endocarditis]

“A heart disease that is caused by high blood presure."
[url:http\\://en.wikipedia.org/wiki/Heart_disease,

“A heart disease that is characterized by an abnormal accumulation of fluid in the pericardial
cavity.” [url:http\\://en.wikipedia.org/wiki/Pericardial_effusion]
N

“A heart disease that is characterized by an inflammation of the pericardium and has_symptom
chest pain.” [url:http\://en.wikipedia.org/wiki/Pericarditis]

"A heart disease involving one or more of the valves of the heart (the aortic and mitral valves on
the left and the pulmonary and tricuspid valves on the right).”
[url:http\\://en.wikipedia.org/wiki/Heart_valve_disease]

A heart disease that is characterized by any structural or functional cardiac disorder that impairs
the ability of the heart to fill with or pump a sufficient amount ofblood throughout the body."
[url:http\\://en.wikipedia.org/wiki/Heart_disease]

REPORT

REPORT with this tag

Create child

Create child

Create child

Create child

Create child

Create child

Create child

Create child

Create child




4. Add records

The files are organized into Reports and Reports are grouped in to Report batches (please
refer to the command line tutorial for a detailed description of this). This structure is
automatically generated using folder names when creating records using the web interface.
The Auto create option can be used to connect to any computer that allows SSH connection
via port 22 and acquire file details remotely. These details can be used to create reports.

Home | Login/Logout | Search | Update | Delete | Create | Auto Create | Help

Attribute Value Comments
S , Use the full name of the file hosting server.
erver: .
E.g. egenvar-VirtualBox.local
Usemame: || |
Password:
| Login |

Figure 5: Auto create 1. The login screen for the auto create option. At the moment only computers
configured for SSH connection via port 22 is allowed.

Attribute Value Commenis

Use the full name of the file hosting server.

Server: server.name.location .
E.g. egenvar-VirtualBox.local

Usemname: [username]

Password:
| Login |

Please note that you can only store files located on a server accessible via Internet or an intranet.
Use the full name of the file hosting server. Can not use localhost as server name here as the files
will not be accessible from outside.

Select directory
Go up one level
/home/sabryritmp/frand/u/(1 files) (Use this location | Expand))
/home/sabryritmp/rand/batch_7/(1 files) (Use this location | Expand))
/home/sabryrfimp/rand/preps/(0 files) (Use this location | Expand))

/home/sabryrftmp/rand/batch_3/(6 files) (Use this location | Expand))

Figure 6: Auto create 2. When the login is successful, the directories at the remote server will be listed as
shown. The user can expand the directories to display sub directories or use the location. When the “Use this
location” is selected the file metadata for that location is extracted and the page shown in Figure 7 is
generated. (Warning: when recording directories with a large number of files (> 200) the command line tool
should be used instead; otherwise the system may hang for a long time.)



Directory Lister

Submit selection | Processing completed

fhome/sabryr
~ ftmpirand
M fbatch_3 2013-10-17 15:40:43 419Kb
freport_11
/genrated_118 .t
fhome/sabryr
Itmpirand
& /batch_3 2013-02-23 14:16:37 128 bytes
Ireport_11
file_list. b

fhome/sabryr

a66a30e5c37ded6e82ee41456075111a16971d3f New New

9756dd4273f9d6398b34b153e8c2a8d579286230

New Mew

Figure 7: Auto create 3. When the location is selected (Figure 6) and when the metadata extraction is
finished, a view similar to this will be generated. When the metadata extraction is going on, a “still hashing”
message will be displayed and the page will be automatically refreshed. This view also tells whether the file
is new, one already recorded in the system, or a modified version of a file recorded in the system. This is
determined by using the SHA1 checksum value and the full file path. After selecting the files to be recorded,
the Submit selection button should be clicked to send the details to the database.

Started committing updates....
All updates successful
Following details were added to the database or they were already there

SETVer_name Checksum

ans-180228. stolav.ntnu.no |/

ans-180228 stolav.ntnu.no |/ 5f487fad802d0ecD172c1ab215f5a5habiel1e629

.-';enrat_e:l_lle.qn
Jhome/sabryr

ftmpirand
| 3 a66a90e5ci7de36c82ee41456075111a1697 1d3f

ans-180228 stolav.ntnu.no

iy
Jgenrated_118.tet

Meodify values: Files

batch_name

batch_3

batch_3

batch_3

Filepath

Jhome/sabryr
Ampirand
Jbatch_3
freport_11
Jfile_list. bet

Jhome/sabryr
Jtmpirand
J/batch_3
freport_11
Jgenrated_118.qtt

Jhome/sabryr
ftmpirand
Jbatch_3
freport_11
Jgenrated_118.tet

FileType

NA

MNA

MNA

Group

1001

1001

1001

Timestamp

136162

£n
£
@
=i

1382017720

Report_name

report_11

report_11

report_11

Figure 8: Auto create 4. After the files selected have been submitted (as in Figure 7), a view similar to this will
be seen. The report name for the files is the folder name and the report batch is the parent folder name
(these values can be modified using Update). The “File Tags” link at the bottom can be used to add tags
common to all the files in the list. When tagging individual files or a subset of files, the Update option should

be used instead.




5. Selecting records to be Updated or deleted

The “Select” option is used to select records to be changed, or to delete values or records.

This page is loaded when the Delete or Update menu is selected. One record at a time or a
set of records at once can be selected this way.

Select a table to update

Home | Login/Logout | Search | Update | Delete | Create | Auto Create | Help

Table catagory | Name of a Reports or a Report batch |

Table name | REPORT R

| Select record to update |

Figure 9: Select to Update or Delete. This screen shot shows how to select a Report to be updated.
The category and table name drop down menus are used to perform this selection. When the
category is updated, the table name list is refreshed automatically.

5.1. Update record

Results from REPORT

Filter ID * || Apply Filter History: 0,1,2,

Current_page=-1

URL for this result: hups://egenv
ISe esults3?TABLETOUSE _E

ch

b888d6f14bb5207cib36b2275041313

1
Clear all | Select all selected
>> Use selected values >>>
ID NAME ENTRYDATE REPORT_BATCH ID REPORTER_ID
1 Dummy reference | null h h 1
2 & report7l 3 2013-12-16 15:14:29.0 2 2
Filter using graph
pathsg3
Relevent Find Details for Details for .
DONORDETAILS "' PERSON g3 REPORT BATCH 3 Details for
FILES2REPORT 3
Relevent Eind NAME Sabry NAME eGenVar_batch71 8
REPORT_BATCH O Fiter %
Filter: | o= Eiker s FILES2REPORT
Relevent PERSON REPORT_BATCH

SAMPLEDETAILS F'Nd

Dalauant Ell EQ Cinel

Figure 10: Update. The “select” option shown in Figure 9 will load this page. Here the records to be
updated can be selected and the “>>> Use selected values >>>" link is used to go to the next stage.



5.2. Delete records

Records can be deleted by privileged users. When performing a deletion, the user must first
select the records to be deleted, as for the Update operation, and then request deletion.
When performing a deletion, a recursive check is performed to find other records affected by

the deletion and they are also modified after informing the user.

Deletion confirmation

1D NAME ENTRYDATE REPORT_BATCH_ID REPORTER_ID info
2  report7l_3 2013-12-16 15:14:29.0 2 2 Marked for deletion

Cancel | | Delete

Following rows from the table "EGEN_DATAENTRY.FILESZREPORT" will be deleted

ID REPORT_ID FILES_ID info
1 2 1 Marked for deletion
2 2 2 Marked for deletion
To view all click here

Figure 11:Delete. The delete is requested for the report “report71_3". This also shows the
modifications required for the files2report table (two additional deletions) due to the deletion.



6. Warnings and errors

6.1. Security warning

A self-signed certificate is included with the EGDMS system. If administrators do not
include or set up their own certificates, this self-signed certificate will be used by default.
As this certificate is not certified by a certifying authority, most currently used web-
browsers will complain that the certificate and site cannot be trusted. To proceed, the
user needs to tell the browser that it is safe to trust this certificate and site.

This Connection is Untrusted

fou have asked Firefox to connect securely to localhost:8185, but we can't confirm that
your connection is secure,

Normally. when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site’s identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shoukdn't continue.,

Get me out of here!
Technical Details

| Understand the Risks

| Understand the Risks

If you understand what's going on, you can t=ll firefox to start trusting this size's
identification. Even if you trust the site, this error could mean that someane is
pering with your i

Don't add an exception unless you know there's a good reason why this site doesnt use
trusted identificat:on,

Add Exceytion...

Figure 12: Security warning 1. If you get this warning, click on “l understand the Risks”.
Then click on the “Add Exception” button. This will load a message similar to Figure 13.

@ Add Security Exception

M. You are about to override how Firefox identifies this site.
Legitimate banks, stores, and other public sites 1

will not ask you to do this. :
Server

Location: [https:Hlocalhost:8185fe6enVar_l lget Certiﬁcate‘

Certificate Status

This site attempts to identify itself with invalid
information.

Wrong Site

View...

Certificate belongs to a different site, which could indicate
an identity theft.

Unknown Identity

Certificate is not trusted, because it hasn't been verified by
a recognized authority using a secure signature.

2

& Permanently store this exception

| Confirm Security Exception | e" 3 | Cancel |

Figure 13: Security warning 2. When you get this, first click on “Get Certificate” (1), then tick
the “permanently store this exception” (2) and then click the button “Confirm Security
Exception” (3).
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